
Romance Fraud

Action Fraud have seen a significant increase in romance fraud during 2020 compared with 2019.
A romance fraud is when a criminal creates a fake profile on an online dating or social media
platform and targets individuals in an attempt to gain their trust. This eventually leads to requests of
money for medical bills, investments, legal fees, travel, or other reasons.
The Coronavirus outbreak in the UK has led to more and more people trying to find love online. This
is a great way of finding people to share experiences with, so we are spreading awareness of the
potential dangers to keep an eye out for. If you are new to this type of social interaction, there are
some standard checks and red flags that you should be aware with. 

Have you been helped by the Scam Marshal scheme?
The team are keen to hear from Scam Marshals who have benefited from the scheme in order to
create case studies to showcase the work that they do. If you were a victim of scams and would like
to talk about your experiences, please write to us at NTSST, FREEPOST, MAIL MARSHALS or email
friendsagainstscams@surreycc.gov.uk. All personal details will be anonymised.

The person contacting you states that they have a career that they can’t
talk much about and involves a large amount of travelling such as
military, NATO, Greenpeace etc;
The person will try and move you away from the dating or social media's
messaging service in order to execute their scam, such as WhatsApp or
Google Hangouts;
They claim to have poor internet in their location which can lead to them
asking you for money as they can't access online banking;

Please share these with your family, friends and neighbours:

If you think that you have been contacted by someone like this, please report it directly to the website
that you are using. If you think that you have been scammed by this type of fraud, report it straight to
your bank and Action Fraud. These crimes not only cause financial loss but can have a devastating
effect on the individual. The internet is a great tool during these strange times but please remain
vigilant, if you see anything suspicious please talk to a someone you trust for help.
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Plans to meet you in person keep on getting postponed due to travel cancellations or work
commitments (COVID-19 has played a huge part in forming a legitimate reason);
They may have a too good to be true investment opportunity that needs to be invested in straight
away in order to maximise returns and need you to move some money around for them. This can be
backed up by false documents.



Be wary of free pension review offers: if you’re contacted out of the blue about your pension,
it’s very likely to be a scam – especially if it’s from a company you’ve not dealt with before.

Check the FCA’s Financial Services Register to make sure that anyone offering you advice or
other financial services is authorised by the FCA. If you don’t use an FCA-authorised firm, you
won’t have access to the Financial Ombudsman Service or the Financial Services Compensation
Scheme, which means you’re unlikely to get your money back if things go wrong.  If the firm is
listed on the FCA Register, you should call the FCA’s Consumer Helpline on 0800 111 6768 to
check the firm is permitted to give pension advice. If the firm isn’t listed, you shouldn’t deal
with them. 
Beware of criminals pretending to be from a firm authorised by the FCA, as it could be what we
call a ‘clone firm’. Only use the contact details provided on the FCA Register, not the details they
give you.

Take your time to make all the checks you need – even if this means turning down an ‘amazing
deal’. Criminals often use time-limited deals to put pressure on consumers: be wary of
promised returns that sound too good to be true, and don’t be rushed or pressured into
making a decision.

The Pensions Advisory Service provides free, independent and impartial information and
guidance. If you’re over 50 and have a defined contribution (DC) pension, Pension Wise offers
free, pre-booked appointments to talk through your retirement options. 

Four simple steps to protect yourself from pension scams:

1. Reject unexpected offers 

2. Check who you’re dealing with 

3. Don’t be rushed or pressured 

4. Get impartial information and advice 

Financial advice – it’s important you make the best decision for your own personal circumstances, so
you should seriously consider using the services of a financial adviser. If you do opt for an adviser, be
sure to use one that is authorised by the FCA, and never take investment advice from a company that
has contacted you out of the blue – or an adviser they suggest – as this may be part of the scam. You
can check if a firm is authorised by the FCA by searching the FCA’s Financial Services Register. 
Be ScamSmart with your pension. 

To find out more, visit the FCA’s ScamSmart website (www.fca.org.uk) or call 0800 111 6768
  

For more information on the team and our initiatives, please visit our website:
www.FriendsAgainstScams.org.uk/ScamMarshals

If you would like to withdraw from the Scam Marshal scheme, please write to NTSST, FREEPOST, MAIL
MARSHALS with your request, or use the contact form on the website above.

Scam Smart from the Financial Conduct Authority (FCA) — Pensions

Don’t let a criminal enjoy your retirement 
Criminals are continuing to target pension pots of all sizes throughout
the coronavirus outbreak. Criminals will exploit the current economic
climate to prey on the concerns of savers and investors, especially those
who may be vulnerable. Make sure you know how to spot the warning
signs and how to keep your pension safe. 


